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@ Whdware vSphere Client @
vmware

VMware vSphere

Client

In vSphere &.4, all new vSphere features are available anly
through the vSphere Web Client, The traditional wSphere Client
will continue to operate, supporting the same feature set as
wSphere a. «, but not expasing any of the new features in
vSphere o.a.

The vSphere Client is still used for the vSphere Update
Manager (VUM) and Host Client, along with a few solutions
(e.qg. Site Recovery Manager).

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IF address [ Name: |‘| Qv FAY . ;I
User name: Ir:mt
Passwaord: I********

™ Use Windows session credentials

Login Close Help
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) Create Mew Virtual Machine

Configuration
Select the configuration for the wirtual machine

Configuration Configuration
Name and Location P _—
Storage Typica

Virtual Machine Version
Guest Operating System

CPUs i+ Custom
:'e:““r‘;( Create a virtual machine with additional devices or spedific configuration options.
e tworl

SCSI Controller

Create a new virtual machine with the most common devices and configuration options.

Select a Disk
Ready to Complete

Help I I Mext > I

< Back

Cancel

(@158158.).) - vSphere Client
File Edit View Inventory Administiaion Plug-ins Help

[#] ‘@ Home g Tventory Bl Inventory
g @

[IANER

Performal

What is a Host?

Ahostis a computer that uses virtualization software, such
as ESX or ESXI, to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and
give virtual machines access fo storage and network
connectivity.

You can add a virtual machine to a host by creating a new
one or by deploying a virtual appliance-

The easlest way to add a virtual maching is to deploy a
virtual appliance. A viriual appliance is a pre-built virtual
machine with an operating sysiem and software already
installed. A new virtual machine will need an operafing
systeminstalled on it, such as Windows or Linux.

Basic Tasks

{5 Deploy from VA Marketplace

&t Prasta 2 naw virtnal mashina

Recent Tasks

Configuration | Local Users & Groups | Events | Permissions

close tab [{]

Virtual Machines A
&

Host

vSphere Client

Explore Further

5|
Noe, Targetor Stuscortans = [ Clear %

Name Target Status | Details

| Titiated by | Requested Start T... — | Start Time.

| Completed Time

P Tasks |

oot/
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@Create Mew Virtual Machine E'-

Name and Location
Specify a name and location for this virtual machine

(2]

Configuration Mame:
Name and Location IF"E Server
Storage

Virtual Machine Version Virtual machine (VM) names may contain up to A+ characters and they must be unique within each
) wCenter Server VM folder.
Guest Operating System

CPUSs WM folders are not viewable when connected directly to a host. To view VM folders and specify a location

for this VM, connect to the vCenter Server.
Memory

Network

SCSI Controller
Select a Disk
Ready to Complete

Help | < Back | Mext = I Cancel

4
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@CreateN@NUirtual Machine (== =]

Virtual Machine Version

M%ﬁon Virtual Machine Version

Mame and Location

- This host or duster supports more than one YMware virtual machine version. Specify the virtual
Storage

machine version to use,
Virtual Machine Version

Guest Operating System
CPlUs " Wirtual Machine Version: T

Memary This wersion will run on ¥YMware ESX Y. - and later, and YMware Server 1.« and later, This version

Netwark is recommended when sharing storage or virtual machines with ESX up to ¥.0.

SCSI Controller

Select a Disk " WMirtual Machine Version: V

Ready to Complete This version will run on YMware ES¥/ESXi . - and later. This version is recommended when
sharing storage or virtual machines with ESX/ESXi up to ¥.1.

* Virtual Machine Version: A
This wersion will run on VMware ESXi &. - and later. Choose this version if you need the latest
virtual machine features and do not need to migrate to ESX/ESX ¥,
1 11" | »

Help | < Back | Mext = I Cancel |

A
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@ Create New Virtual Machine

CPUs
Select the number of virtual CPUs for the virtual machine.

Configuration

Name and Location Mumber of virtual sockets: 1 -
Storage

Virtual Machine Version Mumber of cores per virtual socket: 1 -
Guest Operating System

CPUs Total number of cores: 1

Memory

Network The number of virtual CPUs that you can add to a YM

depends on the number of CPUs on the host and the

SCsI Controller number of CPUs supported by the guest 05,

Select a Disk
Ready to Complete

The virtual CPU configuration specified on this page
might violate the license of the guest OS.

Click Help for information on the number of
processors supported for various guest operating
systems,

1| 1 »

(= =][=]

Virtual Machine Yersion: A

Help |

< Back | Mext = I Cancel
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235 3be0 milo (595 9 Windows Server Yo RY Jols i (5 31031 01y g ousd

D Sl B ouSse SIS oalls olow! (g5lre (piile (59,
a8 SIS Browse datastor... au;5 sq, 9 0SS el SUUS datastore) sy, e 00,5 bkl |, Summary a5 conly G jo

@ Datastore Browser - [datastore! ] |E”E”E|
I RN R
Folders lSearch ] [datastore1] /
E..ﬁ’ / MName Size | Type Path Madif
) .sdd.sf [ sddsf Folder [datastore)].sdd sf
~{Z) swR-OC [0 svrDC Falder [datastore1] SVR-DC
- SVR-Antivirus [ SvR-Antivins Folder [datastors1] SVR-Antivirus
% :EE ;; i svexp Folder [datastore] SVR-XP
) Kerio [ svR-Fs Folder [datastore!] SVR-FS
A test [ Kerio Folder [datastore1] Kerio
ifi] test Folder [datastoret] test
@ windows_server_¥+17.iso TATYALF ++ KB ISO image [datastore1] 17/+%,
@ kerio-control-installer-9,1.%-1 ... T+F.OVY_ ++ KB IS0 image [datastore] 17/+%
@ xp-Imageiso FAT.1FF ++ KB IS0 image [datastarz1] 1T
i 1] | 3

dopl,0pen 5 obsl |, Yo Y gm0 a0y Jele pimaw 4 b o ISO - L 4 00,5 sl |, Upload Files... 4. ;5 Upload files to this datastore |5l )l
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@test-\u‘irtual Machine Properties | = || =] || 3 |
Hardware lOpﬁgns ] Resources Virtual Machine Version: A
Memeory Configuration
I Show All Devices Add...
1411 GE Memory Size: ‘.‘3: GE v
Hardware Summary aiv e
Maximum recommended for this
g e Fear VB vasepll ¥ guests: 11 GB.
CPUs 1
) ) Maximum recommended for best
[ video card Video card 17 GE A performance: 1575+ MB,
& VMCIdevice REStnCt?d A GEH Default recommended for this
© scsicontroller + LSI Logic SAS 4 guest OS: ¥ GB.
% CDfDVD drive 1 Client Device T GBI Minimum recommended for this
= Harddisk 1 Virtual Disk 15 GB g 4 guest03: a1 MB.
é Floppy drive Client Device
BB Networkadapter 1 Internet A GBI
 GE
T GEH
1 GEH
17 MB ==
T F ME H
1ThMEB H
1 MB H
T MB H
17 MBI~
A ME H
TME Y
Help Ok Cancel |
A

51 abgs e ISO LB g oS SIS Browse g, (el |, Datestore 1SO file a5 ey Coaw 40 g 08,5 SIS CD/DVD drive V (g4, ooy jalbs axin o

S ol Datastorey  J5ls



@ Browse Datastores E'@
Look in: Idamstoreﬁ LI
Mame | File Size | LastModified -
[ svr-DC o
[ SvR-Antivius
[ svexp
[ sve-Fs L
[ test
t:l Kerio
@ windows_senver_T+17.is0 ¥ GB AT TA EARHEH
@ kerio-control-installer-9.,1,%...  ¥99 MB V715 17096 -
4| 1] | b
| oK
File type: IISD Image {*.iso) ;I Cancel
Y

Seps ylzd |, Ok 40051, Connect at Power On 4o ;5 4 by e S5 Vb Cond 10 00l yalb amin j0 "loass g 085 1, OK s



@test-‘u’irtual Machine Properties EI@

Hardware |O|:|tigr|5 | Resources | Virtual Machine Version: A

— Device Status

[ show Al Devices Add... | Remave | [T Connected

Hardware | Summary | ¥ Connect at power on

Wl Memory £+9F MB  Device Type

[ cpus 1 _ )

Video card Video card o .Clle_rjt P .
& VMCIdevice Restricted D
& sCsIcontroller LSI Logic 5A5
CD/DVD drive \ (edited) [datastore) ] windo... |

&= Harddisk ! Virtual Disk I

& Floppy drive 1 Client Device

BB Network adapter 1 Internet I j

¥ Datastore 150 File
I[damstoreﬂ windows_server_Y«17.i

—Maode
= Pz

" Emulate I

— Virtual Device Mode
& |IDE (1: ) CO/DVD drive 1 -]

Help | QK Cancel |
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(%) New Virtual Machine on vm o || B[ £
File View VM

mip &8 @G B e @ &

Windows Setup

== Windows Server2012R2

Language to install: [English (United States)
R EEDE RS TR B £ glish (United States) -

Enter your language and other preferences and click "Next" to continue.
4 m 3

43S oo 5l g 00,5 sl SIS dile (69, Cann8lS g 4l OIS Al 5l ele w310 sla il s jahates Jule pian cual pledl 1 e
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B HEH S O -
E\‘\Y.\M\.\o-vSphereCIient —— S —— .- ——— — - - - JE T l

File Edit View Inventory Administration Plug-ins Help

ﬁ ‘é} Home b g Inventory D @ Inventory |

mn) &R GRS e

B J rarasn.

SVR-Antivirus

Kerio
@ T m Summary ' ResourceAllocation | Performance ' Events ' Console ' Permissions
& SVR-DC Power > close tab 2
B SVR-FS | Guest » Answer Question...
@ SVRXP ;
Snapshot 4 Enter Full Screen (Ctrl+Alt+Enter) . .
& Open Console Send Ctrl+Alt+del Wirfusl Machines,
5 Edit Settings... Install/Upgrade VMware Tools |
Add Permission... Ctrl+P ;
RenortPet chine is an isolated computing
P ionmance le virtual machines as desktop or o
Rename 5. as testing environments, or to ~ Host
: 5 ations.
Open in New Window... Ctrl+Alt+N
Remove from Inventory hosts. The same host can run S
Delete from Disk ‘& di
N
b ——
Basic Tasks vSphere Client
@ Shut down the virtual machine
i Suspend the virtual machine
% Fdit virtual machine cattinas :J
Recent Tasks Name, Target or Status contains: v Clear X
Name | Target | Status | Details | nitisted by | Requested Start Ti... < | Start Time | Completed Time A
¥ Remove entity B Newvirtual M.. & Completed root B 7ASTACS\RR T TIPS 74 aVA SUUIPR TS CH. NS 74 474 SULURR TS LT |
@ Suspend virtual machi... 1 New Virtual M... & Completed root B7AMTACIAR B S H A I A S VA SR AURR F S H A WA A aVA RS AR H L H o
%Y Power Onvirtual mach... (G New Virtual M.. @ Completed root B A TAC VR A7 d PR S L VA SRIURR TS AT S UWS 74 2V L SRR PL VA L i il

| &1 Tasks

\ |
'( ﬁ_‘ @" : 4 | fﬂ EN: B 221 r‘wo/\\'f/:
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€ Interfaces - Kerio Control Administration - Google Chrome

&« C | A Notsecure

. Dashboard
E W Interfaces
" Traffic Rules
Intrusion Pravention
0 Security Settings
3= Bandwidth Management and GoS
Y Content Filter
N7 Proxy Server
Antivirus
P DHep Server
IPv6 Router Advertisements
* DNS
Routing Table
@ Accounting and Monitaring
's; Remate Services
@ Advanced Options
Users and Groups
AR Users
i Groups
.;—‘ Domains and User Login

Definitions

b#rs://192.168.1.14:4081 /admin/#interfaces

[) MPLSS Ll cgmalegt G Google [ gollal oo goie s [ Glpu [ bl cpalest B0 o ol ) o S il 38 s [ dow o Juo)t 8 1690

Interfaces

Internet connectivity
Select an option of how the firewall is connected to the Internat:

A& Single Internet Link

Name
Internet Interfaces
M Internet 192,168.10.2
"™ Trusted/Local Interfaces

P |ocal 152.168.1.14

v IPsec and Kerio VPN Interfaces
e o
(I VPN Server 172.27.12.1
7 Guest Interfaces

No interfaces ane assigned to this group.

-

4 Other Interfaces

i MPls

| | More Actions v|

v | Manage Ports... |

IPv6 disabled

IPv6 dizabled

IPv6 dizabled

s gd waxd Kerio Control (g 31wl of y g wuad

sms ﬂlﬂ'er'o [ gt il 2 25 ol

Connectivity Details

Advanced Micro Devices, Inc, [AMD] 79970 [PC...

Advanced Micre Devices, Inc. [AMD] 73570 [

Advanced Micro Davices, Inc, [AMD] 73¢870 [PC...




€ Interfaces - Kerio Control Administration - Google Chrome

b#is://192.168.1.14:4081 /admin

[ MPLSg il pomilest G Google [B ool o gule Sl [0 s [N sl copstesil $00 oo oo (B o e i il Sk 208 e o [ dew i Juiyl 80 sms B Kerio [ s sl o 2 ol

¥ Interfaces

Ethernet Interface Properties

General
Name: Internet
Interface Group: Internet Interfaces

J| Enable this interface

IPed | IPvE | VLAN

V| Enable

Configuration: Manusal

IP address: 192,168.10.2
Mask:

Gateway: 152.168.10.1
DNS server:

Define Additional IP Addresses...

Users
Advanced...

Cancel

Definitions




€ Interfaces - Kerio Control Administration - Google Chrome

bers://192.168.1.14:4081/admin

[ MPLSg 1l guiby! G Google [ pollal cbgols ols [} aippus [1 bl ppleyt B0 3B proble () o Sboumi il 28 cyo o [1 dew o Juy
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¥ Interfaces

Ethernet Interface Properties

General
Name: local
Interface Group: Trusted/Local Interfaces ¥

V| Enable this interface Mode: | Mative | PPPoE

P4 || IPvE VLAN
V| Enable
Configuration: Manual
IP address: 152.168.1.14
Mask:
Gateway:
DNS server:

Define Additional IP Address

Advanced...

Definitions




€ Interfaces - Kerio Control Administration - Google Chrome

bétprs://192.168.1.14:4081/admir
[ MPLSg il milest G Google [ podlal ol guls Sl [ clpp [N ol galegil §00 Gofn pocllle () o Sk il L0k 28 oy o [ dew G Juy ' sms [ Kerio [ gt cuslys o i ol

¥ Interfaces

Ethernet Interface Properties

General
Name: MPls
Interface Group: Other Interfaces

V| Enable this interface Mode: | Native

V| Enable

Configuration: Manual

IP address: 10.139.69.2
Mask:

Gateway:

DNS server: 10.139.60.1

Define Additional IP Addresses...

Advanced...

Definitions




€ Traffic Rules - Kerio Control Administration - Google Chrome

(_

C | A Notsecure

b#775,//192.168.1.14:4081 /ad mir

[} MPLSS,bl gemilgl G Google [ yolul b gols el [ cijpa [ bl gaulogtl BF Gofo polle () o &b gl bl 288 oy Ju [ dow s Juuyl 8K 169 i

L Oontr

i~ Dashboard
W Interfaces
Traffic Rules
Intrusion Prevention
(") security Settings
3+ Bandwidth Management and Qas
Y Content Filter
O Proxy Server
Antivirus
B DHeP Server
IPv6 Router Advertisements
* DNS
Routing Tahle
& Accounting and Monitoring
15 Remate Services
@ Advanced Options
Users and Groups
A& Users
&4 Groups
‘;-‘ Domains and User Login

Definitions

" Traffic Rules

Name

Remsote administration
Remsote administration

Internet Out

Internet In

Mplz Qut

Mpls In

Remote administration
| VPN Senvices

o | Web Services

¥ | Internet access (NAT)

| Local traffic

Source

Any
Any

192.168.1.0/24

B Internat

192,168.1.0/24

e MPls

Any

Ay

Ay

" Trusted/Local Interfac...

5 Guest Interfaces
55 VPN dients

U Firewall

"B Trusted)Local Interfac...

5% VPN dients

Mare Actions

Destination Senvice
V Firewall
V Firewall

e Internet
192.168.1.0/24

i MPls
192.168.1.0/24

% Fireuall
5 Fireuall

[y IPsec senvices
Kerio VPN

v Firewall

Internet Interfaces

v Firewall
Wi Trusted/Local Interfac...
5 VPN dients

Kerio Control W...

Kerio Control W...

Kerio Control W...

IP version

IPvd

sms mKer'o [ gt ld 3 55 dilola

Action

@ tlow
@ tlow
@ tlow

@ Allow
@ Allow
@ Allow
@ Allow
@) Allow
Q Allow

Q Allow

Q Allow

Test Rules

Translation

NAT
Balancing per host

NAT
Balancing per host

MAT
Balancing per host

NAT
Balancing per host

NAT
Balancing per host




€ Intrusion Prevention - Kerio Control Administration - Google Chrome

& C | A Notsecure | b#7%//192.168.1.14:4081/admin/#intrusior

[) MPLSg 1l ysmilest G Google KR podal oo golo s [ @lpus [ ol gpuatesil 8] 3o jcle () cdo b il Sl 8% g i [ owds Juyl (B0 169wt ([ sms [ Kerio [ g sl o 6 o

= Dashboard ) Intrusion Prevention

E W Interfaces
Enable Intrusion Prevention

Trzffic Rules Severity levels

Intrusion Prevention The Intrusion Prevention System detects incidents based on a database of signatures, Here you may define actions for the different severity levels of the detected incidents:
0 Security Settings High severity: Do nathing N
Medium severity: Leg o
3~ Bandwidth Managament and Qo5
Low severity: Leg

Y Content Filter On the Kerio website, you can test these settings Advanced...

G Proxy Server
Antivirus

E; DHCP Server IP blacklists

IPv6 Router Advertisements Here you may define actions for the IP addresses listed in the following blacklists:

. Name Action (Double click a row to change it)

Botnet Command and Control Servers  Log and drop
Routing Table Dshigld Identified Top Attackers Log and drop
' Y Hostile or Compromised Hosts Log and droj
# Accounting and Manitoring Pele e -ampre . : .
Russian Business Netwark Do nathing
e Remate Senvices

{@f* Advanced Options Updates

Users and Groups Update signatures and blacklists every | 0 hours | Update Now
LA Users Last update check: Failed 8 days ago - Unable to connect to update server,
Signatures databass version: 3.128/2.1215

A Groups

‘;-' Domains and User Login

Definitions




€ Security Settings - Kerio Control Administration - Google Chrome

& C | A Notsecure | b#r5://192.168.1.14:4081/admir

[ MPLSg bl gomiagit G Google [ gt wbgais s [J s [7 gl pologt 8 g pcblle () b b il S 080 238 oy o [ o Ju)l B 169w
[~ Dashboard 0 SECUT'H:\/ Settings

E M Interfaces MAC Filter | IPv6 | Zero-configuration Networking | Connection Limits | Miscellansous

Traffic Rules Enable MAC Filter

Intrusion Pravention Interfaces

Here you may define interfaces that the MAC filter will be enabled on:
0 Security Setfings
Name
3= Bandwidth Management and QoS ———

W' Content Filter B [Pl
P |ocal
O Proxy Server

Antivirus

|;- DHCP Server

IPv6 Router Advertisements MAC addresses

. DS # X Prevent listed computers from accessing the netwark
o Permit only listed computers to access the network
Routing Table 71 Aleo permit MAC addrescses used in [HCP reservations or automatic user login

® Accounting and Monitoring MAC Address —_—
1= Remote Services

@ Advanced Options

Users and Groups

A Users

(7} Groups
‘;-‘ Domains znd User Login

Definitions

ss [ Kerio [N hgwd duald o & dola




¢ Security Settings - Kerio Control Administration - Geogle Chrome

& C | A Notsecure | b#r%://192.168.1.14:4081/admir

[ MPLSS, el paulesil G Google [ potlal oo gele Sl [ @lhss [ Gl copelestl B8F 3o pcllle (3 o Sk il SULSL 28 opdb o [ dawdo Juoyl 183 1690k sms [ Kerio [] g cusls 2 & dlola

oo (") Security Settings

E M Interfaces MAC Filter | IPv6é | Zero-configuration Networking || Connection Limits | Miscellanecus
N Traffic Rules Tunneled IPv6

Intrusion Pravention Block tunneled IPv6 (6to4, 6ind, Teredo)

Except for the following IPwt hosts HTTPS exclusions

0 Security Settings
3= Bandwidth Managemant and Qas
W Content Filter
{1 Proxy Server
Antivirus
I;_'. DHCP Senver
IPv6 Router Advertisements
DNS
L= Routing Table
@ Accounting and Monitoring
ts; Remote Services

31" Advanced Options

¥
Usars and Groups

Ak Users
) Groups

‘;I Domains and User Login

Definitions




€ Security Settings - Kerio Control Administration - Google Chrome
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= Dashboard 0 Security Settings

E M Interfaces MAC Filter | IPv6 | Zero-configuration Networking | Connection Limits | Miscellansous
Traffic Rules Service Discovery forwarding

Intrusion Prevention Enable Service Discovery forwarding

Enable Service Discovery forwarding on:

0 Security Settings
g  Name

- Bandwidth Management and QoS ¥ Kerio Contral VEN Clients

Y Content Fitter BEE Pl
H | ocal

@ Proxy Server
Antivirus
P DHCP Server
IPv6E Router Advertisemants

DNS

UPnP service
Routing Table

2
Enable UPnP service
m Accounting and Monitoring

'=y Remote Sarvices

1" Advanced Options

(=
Users and Groups

Ak Users
i Graups

E Domains znd Usar Login

Definitions
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= Dasboard 0 Security Settings

E M Interfaces MAC Filter | IPv6 || Zero-configuration Networking | Connection Limits | Miscellaneous
Traffic Rules Connection limits
Intrusion Prevention Limit maximum concurrent connecticns from 1 source IP address

. ) Limit new connections per minuts from 1 source IP address
0 Security Settings

4= Bandwidth Management and QoS For inbound connections:
Y Content Filter Limit maximum concurrent inbound connections to 1 destination IP address

Limit maximum concurrent inbound connections to 1 destination IP address from the same source
N Proxy Server

Antivirus sz different s=ttings for any connection from/to this IP address group: | HTTPS exclusions

l;_" DHCP Server mit maximum concurrent connections from 1 source IP address

IPv6 Router Advertisements
DNS
Routing Table
m Accounting and Monitoring
ey Remote Services

fa1" Advanced Options

v
Users and Groups

ik Users
[V} Graups

.;—‘ Domains and Usar Lagin

Definitions
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(") Security Settings

= Dashboard
W Interfaces
Traffic Rules
Intrusion Prevention
0 Security Settings
+ Bandwidth Management and QoS
Content Filter
Proxy Server
Antivirus
« DHCP Server
IPv6 Router Advertisements
DNS
L'= Routing Table
m Accounting and Monitoring
‘= Remote Services

1" Advanced Options

e
Users and Groups

aa Users
i Groups

.;-' Domains and User Login

Definitions

MAC Filter || IPv6 | Zero-configuration Networking || Connection Limits
Anti-spoofing

Enable anti-spoofing

v

DHCP scopes

Block TP addresses which are not assigned by DHCP server

Miscellansous
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¥ Bandwidth Management and QoS

E * Dashboard

E W Interfaces
The Bandwidth Management allows you to fine-tune your Internet bandwidth utilization, You can reserve as well as limit bandwidth for selected traffic,

L] o
Traffic Rules Bandwidth Management rules

Intrusion Pravention 5  Mame Traffic Download Upload Interface Valid Time
0 Security Settings =IP VelP SIP VolP Reserve: 24 KBjs  Reserve: 24 KBfs
¥ Bandwidth Management and QoS Other traffc Any o limit Mo limit
N Content Filter
0 Proxy Server

Antivirus

|;' DHCP Server

IPv6 Router Advertisements
Add Remove Mare Actions = Troubleshoot. ..
DNS

Routing Table VPN tunnels

#
| Usz rules for VPN tunnels before encrypting
& Accounting and Manitoring

ts; Remate Services Internet bandwidth

@ Advanced Options P Internet &, Dowinload: not defined 8, Upload: not defined
Users and Groups

Aa Users

A Groups

‘;—‘ Damains and User Login

Definitions
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¥’ Content Filter

[~ Dashboard
E W Interfaces
~ Traffic Rules
Intrusion Prevention
0 Sacurity Settings
3+ Bandwidth Management and Qa$s
Y Content Filter
O Proxy Server
Antivirus
P DHep Server
IPv6 Router Advertisements
T DMS
Routing Table
@ Accounting and Monitoring
'=; Remote Services
@ Advancad Options
Users and Groups
An Users
g Groups

‘;-' Domains and User Login

Definitions

b+#77%://192.168.1.14:4081/ad min/#conten

Content Rulss

B Name

V| Kerio sites

V| Advertisements and banners

V| Updates and MS Windows activa...

V| Kerio Control Web Filter categor...

V| Audio and video files

V| Peer-to-Peer traffic

Allow other traffic

Applications and Web Categories

HTTPS Filtering

Detected content
(5 kerio.com
(5 samepage.io

[LjAds/banners

[:{ Automatic Updates

Y Anonymizer

W' Malware Distribution Point

...and 3 more
B Audio files
B Video files

Y Peer-to-Peer

Mare Actions «

cafe Web

28 oyl [ s o Juil B0 1690

Advanced Settings

Source Action
Any @ Aliow
Additional settings
C} Drop
Q Allow

Additional settings

Deny
Additional ssttings

Deny
Additional settings

Deny
Additional settings

Q Allow

sms [ Kerio [ gt sl 0 55 ol

Valid Time
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Y’ Content Filter

s ' Dashboard

E M Interfaces Content Rules | Applications and Web Categoriss | HTTPS Filtering | Safe Web | Advanced Settings

- Traffic Rules Application Awareness

Intrusion Pravention ¥| Enable application awareness

0 Security Settings . )
Kerio Control Web Filter
- Bandwidth Manzgement and QoS Enable Kerio Control Web Filter
Y Content Flltel Allow authenticated users to report miscategorized
O Proxy Servar http://
I Kerio Control Web Filter activation failed - Couldn't resolve activation server a
Antivins URL whitelist:
B DHCP Server
IPv6 Router Advartisaments
* DNS
Routing Table
m Accounting and Monitoring
'ey Remote Services
0 Advanced Options
Users and Groups
A& Users
i Graups
‘;-' Domains and Usar Login

Definitions
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Y’ Content Filter

= Dashboard
E W Interfaces
0 Traffic Rules
Intrusion Prevention
(") security Settings
3+ Bandwidth Management and Qas
Y’ Content Filter
O Proxy Server
Antivirus
B DHeP Server
IPv6 Router Advertisements
DS
Routing Tahle
Accounting and Monitoring
15 Remate Services

1" Advanced Options

¥
Users and Groups

A& Users
Ay, Groups

‘;-‘ Domains and User Login

Definitions

B#%://192.168.1.14:4081 /admin/#content

Applications and Web Categories | HTTPS Filtering | Safe Web

Content Rules
HTTPS decryption
Decrypt and filter HTTPS traffic

¥ | Show Legal Notice to users

A oysh o [ dewdas Juyl §9F 169 b

Advanced Settings

Learn more about HTTPS filkering and how to install certificate on client 0% or via Active Directory®.

HTTPS Filtering Exceptions

HTTPS exclusions

Nane
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Y Content Filter

i~ Dashboard

E M Interfaces Content Rules | Applications and Web Categories | HTTPS Filtering | Safe Web

- Traffic Rules SafeSearch

Intrusion Pravention ¥| Enforce SafeSearch

] ) Supported search engines are: Google, YouTube, Bing and Yandsx, Learn mors...
0 Security Settings
Do not enforce SafeSearch for the following users: lone

3= Bandwidth Management and QoS

Y Content Filter Forbidden Words

Enable Forbidden words filtering
O Proxy Server
Antivirus
T DHCP Senver
IPv6 Router Advertisements
® DMS
Routing Table
m Accounting and Monitoring
'=y Remote Sarvices
{af* Advanced Options
Users and Groups
An Vsers
7} Groups
E Domains znd User Login

Definitions
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Y’ Content Filter

Is - Dashboard

E M Interfaces Content Rules | Applications and Web Categoriss | HTTPS Filtering || Safe Web | Advanced Settings

Traffic Rulss Suspicious connections

Tntrusian Prevention Peer-to-peer network activity will be suspected once a cartain number of active suspicious connections is reached,

Consider the following TCP/UDP port numbers as suspicious: 411-413,1214,3531,4661-4665,6345-6348,6881-5889

0 Security Settings
Number of connections: g

¥ Bandwidth Management and QoS

Y Content Filter
Safe services

N Proxy Senver . ) , , , , - , . . .
In case that Kerio Control is unable to determine for certain whether a particular connection is P2P traffic or not, consider the following services as non-F2F,
Antivirus
EJ DHCP Server

IPv6 Router Advertisements

N

* DNS s
IMAP
Routing Table IMAPS
Kerio Contrel WebAdmin
Kerio VPN
lsy Remate Sarvices —

m Accounting and Monitoring

@ Advanced Options NNTPS

Users and Groups NTF

Ak Users
el Groups

2 Domains and User Login

Definitions
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¢ Proxy Server

j=. Dashboard

E M Interfaces Prowy Server | Reverse Proxy | HTTP Cache
Traffic Rules General

Intrusion Prevention Enablz non-transparant prowy server

3128
O Security Setfings

+ Bandwidth Management and Qa$s
W Content Filter
0 Proxy Server

Antivirus

E-'- DHCP Server
Parent proxy server

IPv6 Router Advertisements
UUse parent proxy server

DNS

Routing Table

*

@ Accounting 2nd Manitaring

PEREEREREE

'sy Remote Services

a1 Advanced Options

e
Users and Groups

ah Users
g Groups

‘;-‘ Domains and User Login

Definitions
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=, Dashboard
E W Interfaces
| Traffic Rules
Intrusion Prevention
O Security Settings
3= Bandwidth Management and QoS
Y Content Filter
" Proxy Server

Antivirus

E_'. DHCP Server

IPv6 Router Advertisements
DMS

Routing Table

#
@ Accounting and Monitoring
‘= Remote Services

1" Advanced Options

»
Users and Groups

An Users
& Groups

.;—‘ Damains and User Login
Definitions

% Proxy Server

Prowy Server | Reverse Proxy | HTTP Cache

V| Enabls Reverss Prowy

Reverse Proxy rules

g  Host Certificate Server

| * 'T|_ Use default settings 127.0.0.1:4081

Add...

Settings

Default certificate: Default

[ 4w ds Juyl $8) 260 ule

Description
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. Dashboard @ PFD}CY Server

E M Interfaces ProxyServer || Reverse Proxy | HTTP Cache
Traffic Rules General

Intrusion Pravention Enable cache for direct access to web (transparent proxy)
Enable cache on Kerio Control non-transparent prowy server

0 Security Settings
Enable cache for Kerio Control reverse proxy

¥ Bandwidth Management and QoS HTTP protocol TTL: 1 day(s) URL Specific Settings...
N Content Filter Cache size: MB
e Cache status
Antivirus Usad: 0B (files: 0)
I:l_'. DHCP Server Effectivensss: 0% (hit: 0 / miss: 0)
) Clear Cache
IPvE Router Advertissments
DMS
Routing Table
m Accounting and Monitoring

1= Remote Services
(a1 Advancad Options
Users and Groups
An Users
A Groups

‘;-‘ Domains znd User Login

Definitions
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j=~. Dashboard AntIVI rus

E W Interfaces Antivirus Engine || HTTP, FTP Scanning | Emsail Scanning
Traffic Rules Antivirus software
Intrusion Prevention sz the integrated antivirus engine

Mo antivirus is running

0 Security Settings

3+ Bandwidth Management and Qas Integrated antivirus engine

W Content Filter Check for update every hours | Update No SOPHOS

W7 Proxy Server
Antivirus
E; DHCP Server

IPv6 Router Advertisements Protocols

DNS Enable HTTP scanning
Routing Table Enablz FTP scanning
Enable SMTP scanning (for inbound connections only)
Accounting and Maonitorin
B gs g ﬂ' SMTP scanning is not compatible with greylisting.

le; Remote Services Enable POP3 scanning
71" Advanced Qptions

¥ Settings

Users and Groups
ear Scan only files that are smaller than:
Ah Users

g Groups
‘;-' Damains and User Login

Definitions
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ber?s://192.168.1.14:4081 /admin/#antivirus

I~ Dashboard Antivirus

M Interfaces Antivirus Engine | HTTP, FTP Scanning | Email Scanning

0 Traffic Rules If a virus is found
Alert the client

ﬂ' Email me:

Intrusion Pravention

25 oy s e [ dawis gyl 816900

ill be sent via the MyKerio notification service, SMTP server can be configured in Remote Services...

0 Security Settings

3+ Bandwidth Management and Qas If a transferred file cannot be scanned (e.g. corrupted or encrypted)

Y Cantent Filter ¥ Deny transmission of the file
A = =

® o Allow transmissicn of the file
O Proxy Server

Antivirus Scanning rules

B oHeP Server m | Type

- ¥ M File type

¥| ¥ Filz type

v| B File type

¥ B File type

¥| J File type

V| B File type
B Fils type

V| B File type

V] 5] HTTP MIME typs

¥ JO| HTTP MIME typs
B Filzname

Action

Q Scan
Q Scan
Q Scan
Q Scan
Q Scan
Q Scan
Q Scan
Q Scan

Content
Archive files
Web files

Executable files

IPv6 Router Advertisements
* DNS

Routing Table

System files

m Accounting and Monitoring Documents

Image files
¥s; Remote Service ) )
) Remote Services Mail meszage files

@ Advanced Options application/s-rtsp-tunnelled

Users and Groups Q 5can

application/®

£ Users

g Graups
.;—‘ Domains and User Login

Definitions

Do not scan

Do not scan

Description

Tunnelled RTSP

Don't scan other traffic
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CONLro

j=~. Dashboard
W@ Interfaces
Traffic Rules
Intrusion Prevention
0 Security Settings
+ Bandwidth Manzgement and QoS
Y Content Filter
N Proxy Server
Antivirus
|_:; DHCP Server
IPv6 Router Advertisemants
T DNS
Routing Table
& Accounting and Monitoring
') Remote Services
@ Advanced Options
Users and Groups
Ah Users
g Groups

‘;-‘ Domains and User Login

Definitions

Antivirus

Antivirus Engine | HTTP, FTP Scanning | Email Scanning
If a virus is found
ﬂ Note that it is not possible to drop whols email messages, Such an action might have causad problems in communication with the server and disabled sending and receiving legitimate messages.
Prepend message subject with this text:

*HYIRLS*

TLS connection (cannot be scanned by antivirus)
V| Allow clients to use encrypted TLS connections

ﬂ' This option works even when no antivirus is enabled; you can still block TLS connections if you want to.

If an attachment cannot be scanned (e.g. corrupted or encrypted)
¥ Remove the attachment from the email messags

® o Allow delivery of the attachment
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i~ Dashboard
E W Interfaces
| Traffic Rules
Intrusion Prevention

O Security Settings

3= Bandwidth Management and QoS
Y Content Fitter

O Proxy Server

Antivirus

E- DHCP Senver

IPv6 Router Advertisements
DNS

Routing Tahle

&

m Accounting and Monitoring
o Remote Services

1" Advanced Options

e

Users and Groups
An Users
[} Groups

‘;-‘ Domains znd User Login

Definitions

DHCP Server

Enabls DHCP server
Scopes
@ Name Range

0 MPls 10.13%.68.11 - 10.139.69.254
8 local 1592.168.1.11 - 152,168.1.254

2wyt b [ e g B 16900
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The DHCP scopes are generated based on active interfaces in the Trusted/Local Interfaces, Guest Interfaces and Other Interfaces groups. Click to configure scopes manually

Leases and reservations
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4 IPv6 Router Advertisements

j=~. Dashboard

E W Interfaces

1 Traffic Rules

Enable IPvE Router Advertisements
Interfaces
Intrusion Prevention D | [nterface Precig
0 Security Settings

3= Bandwidth Management and Qo5
Y Content Filter
N Proxy Server

Anfivirus

B DHeP Server
IPv6 Router Advertisemants
DNS
= Routing Table

@ Accounting and Monitoring

'=r Remote Services

&1 Advanced Options

v
Users and Groups

An Users

woysb i [ dew i Juyl B8 169

Prefix Length

Your interfaces settings do not generate any IPv6 routed advertisement in automatic mode. Click to configurs manually

g Groups
‘;-' Domains and User Login

Definitions
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i~ Dashboard
E W Interfaces
| Traffic Rules
Intrusion Pravention
0 Security Settings
+ Bandwidth Management and Qo
W Content Filter
W Proxy Server

Antivirus

|;'- DHCP Senver

IPv6 Router Advertisements

DNS

Routing Table

Accounting and Monitoring
/= Remate Services

a1 Advanced Options

e
Users and Groups

&b Users
g Graups

‘;-‘ Domains and User Lagin

Definitions

1 DNS

DNs forwarding

¥ | Enable the DNS forwarding service

DNS resolution

W | Enable DNS cache for faster responses to repeated queries | Clear Cache
Enable custom DNS forwarding Edit

ﬂ' All * tabrizassc.local DNS queries will be forwarded to the domain contraller.

Local DNS lookup
Before forwarding the query to DNS server, s=arch for it in:
/| Hosts table Edit...

DHCF lzase table

The leaze table can be viewsd in DHCP Server

2 oy s e [ dawis gyl B 16900

When resolving a DNS name from the hosts table or the lease table, combing it with the DNS domain below:
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Routing Table

s - Dashboard *

E M Interfaces IPv4 Routing Table | IPvE Routing Table
| Traffic Rules Active routing table

Intrusion Prevention Name Netwerk Mask Gateway
0 Security Settings System route 152,168.10.1
System route

¥ Bandwidth Managament and QoS VPN route

System route 152,168.1.0
System route 152.168.10.0
U Proxy Server mpls 200.200.201.0

W Content Filter

Antivirus
E; DHCP Server

IPv6 Router Advertisements Static routes

-
DN g Mame Network Mask Gateway
Routing Tahle v mpls 200.200.201.0 10.139.60.1
@ Accounting and Monitoring
t=: Remote Services
@ Advanced Options
Users and Groups
Ah Users
g Groups
.;-' Domains and User Login

Definitions

[~ I
L

Interface

PE Internet
= MPls

VPN Server
P |ocal

P Internet
PR [Pz

Interface Metric
= MPls 1
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Routing Table

i~ Dashboard ®

E M8 Interfaces IPv4 Routing Table | IPvG Rovting Table
Traffic Rulss Active routing table
Intrusion Pravention Name Prefix Length Gateway
0 Security Setfings
3+ Bandwidth Management and Qas
W' Content Filter
W Proxy Server
Anfivirus
P DHCP Server

IPv6 Router Advertisemeants Static routes

DNS g Name Prefix Frefix Length Gateway Interface Metric
Routing Table
Accounting and Monitoring

f=; Remate Services

@ Advancad Options
Users and Groups
An Users

i Graups
‘;-‘ Domains and User Login

Definitions
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= Deshboard # Accounting and Monitoring

Data Gathering | Access to Statistics | Alert Settings | SNMP

E W Interfaces

Traffic Rules
Intrusion Prevention
(") security Settings
3= Bandwidth Management and Qo5
Y Content Filter
W Proxy Server
Antivirus
B DHeP Server
IPv6 Router Advertisements
DNS
= Routing Tablg
m Accounting and Monitoring
=1 Remote Services

&1" Advanced Options

v
Users and Groups

Ah Users
i Groups

2 Domains and User Login

Definitions

W | Gather internet usage statistics
Statistics
| Gather user's activity records
Delete statistics older than:
Gather group statistics for these groups:

Delete All Statistics Data...

Accounting periods for statistics and quota
First day of week:

First day of month:

Acounting exceptions

Account traffic only in the given time intenal:
Buclude website statistics for URLs which belong to:
Buclude traffic to/from IP addresses which belong to:

Buclude the following users from statistics:

1
]

monthis)

Always
Mane

Nane
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= Dashooard ¢ Accounting and Monitoring

E M Interfaces Data Gathering | Access to Statistics | Alert Settings | SNMP
Traffic Rules Settings

Tntrusion Pravention Internet usage statistics are available at https:/fcontrol tabrizassc.local: 4081/

) ) Show user names in this format: Smith, John (jsmith@domain.com; | ¥
0 Security Settings - " : :
Default email report language: B3 English v

¥ Bandwidth Management and QoS
'ﬂ Email meszages will bz sent via the MyKerio notification service, SMTP server can be configured in Remote Services...

N Content Filter

A i )
M Proxy Senver ccess rights and email reports

Antivirs g | User Online access Data Regular email reports
| ga Admin Allowed o All Data

I;' DHCP Server

IPv6 Router Advartisemants
DNS

Routing Table

B

% Accounting and Monitaring Add... dit emove || More Actions
{6y Remote Services User access

! Advanced Options Users can access their own statistics online

Users and Groups Usars receive their own individual email reports:

Aa Users Daily Weekly Manthly

an Groups
.;-‘ Domains and User Login

Definitions




€ Accounting and Monitoring - Kerio Control Administration - Google Chrome
& C | A Notsecure | bap://192.168.1.14:4081/admin/#accountingAndMonitoring
[ MPLSS bl quilest G Google [ pellul b gl ol [ g€ [ bl el J8 3o jocble () tdo b iyl 08k 88wy i [) dawido Juuyl B 16906 () sms [ Kerio [ gt sl 2 & ol

= Dashboard ' Accounting and Monitoring

E M Interfaces Data Gathering | Access to Statistics | Alert Settings | SHMP

Traffic Rules Settings

Intrusion Pravention Default language for alerts: = English 3

'ﬂ Email messages will be sent via the MyKerio notification service, SMTF server can be configured in Remote Services...

0 Security Settings
% Bandwidth Management and Qo5 Alerts

Y Content Filter 5 User Alerts Valid time
V| ga Admin ¥ Configuration backup failed

U DHCP scops exhausted

Antivirus v Internet connectivity changed
I{7IJ:erse expiration

I; DHCP Server TJ License quota exhausted
'U Local certification autharity expiration
'U Low free disk space
vr\e\'.' version available

' Proxy Server

IPv6 Router Advertisements
DNS

Routing Table

+
m Accounting and Monitoring
tey Remate Services

af® Advanced Cptions

v
Users and Groups

Ak Users
& Graups

‘;-‘ Domains and User Login

Definitions
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= Dashboard  Accounting and Monitoring

E M Interfaces Data Gathering | Access to Statistics | Alert Settings

Traffic Rules Enablz SNMP monitering
Settings

Intrusion Prevention
0 Security Settings
3= Bandwidth Management and QoS
N Content Filter Communit R
N7 Proxy Server
Antivirus e
P& DHCP Server
IPv6 Router Advertisements
DNS
1= Routing Table
m Accounting and Manitoring

') Remote Services

1" Advanced Options

e
Users and Groups

PTREE
i Groups

2 pomains and User Login

Definitions
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€  C | A Notsecure | bup%//192.168.114:4081 /admir
[} MPLSE 1l yambogt G Google [ podl ok gale S [ @ijgm [ b pomteyl M8} e e () o Sb ol LS 28 oyl v [ dewis Juyl B3 269uie () sms [ Kerio [f gws sl 5 &6 dloba

7 Dashboard Remote Services

E W8 Interfaces MyKerio | SMTPRelay | Dynamic DNS | Configuration Backup
| Traffic Rules MyKerio settings
Intrusion Pravention ‘fou can use MyKerig to remotely manage all of your Kerio Control appliances, as a notification service, and as a backup senvice.

0 Security Settings Concerned about security? Learn more... MyKe rl O

Disabled, Communication with MyKerio is disablad.

3+ Bandwidth Management and Qas
Y Content Filter Connect to MyKerio
' Proxy Server

Antivirus

|;' DHCP Server

IPv6 Router Advertisements
* DNS
Routing Table
w Accounting and Monitoring
sy Remate Services
iy Advanced Options
Users and Groups
A Users
ap Groups
‘;-‘ Domains and User Login

Definitions
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7 Dashboard Remote Services

E M Interfaces Mykerio | SMTP Relay | Dynamic DNS | Configuration Backup

Traffic Rules Settings

Intrusion Prevention ® MyKerio notification service
SMTP server

0 Security Setfings
ﬂ Netifications, reports and alerts will be sent using the spacified mail server,

3= Bandwidth Management and Qo5

Y Content Filter SHTP server

N7 Proxy Server
Antivirus

B DHCP server
IPv6 Router Advertisements e
DNS
Routing Table
Accounting and Monitoring

5 Remote Services

i Advancad Options

¥
Users and Groups

Ak Users
i Groups

.;-‘ Domains and User Login

Definitions
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7 Dashboard Remote Services

E M Interfaces MyKerio | SMTP Relay | Dynamic ONS | Configuration Backup

Traffic Rules

Automatically update dynamic DNS service records with the firewall's IP address
Intrusion Prevention DDNS service provider
. ) DynDNS
0 Security Settings

3= Bandwidth Management and QoS
Y Content Filtar Password P
' Proxy Server

Reported IP address
Antivirus

|;’ DHCP Sarver

) M Intemet
IPv6 Router Advertisements

DNS

Routing Table

#
m Accounting and Manitaring
te; Remate Services

31" Advanced Options

v
Users and Groups

Ak Users
72} Groups

1;" Damains and User Lagin

Definitions
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= Dashboard Remote Services

E M Interfaces Mykerio | SMTP Relay | Dynamic DNS | Configuration Backup

Traffic Rules Enable automatic daily backup

Intrusion Prevention Settings

0 Security Settings

3~ Bandwidth Management and Qo5

Y Content Filter %\ Kerio Control unable to backup to MyKerio. Go to MyKerio settings

U Proxy Server

Antivirus

|;' DHCP Sarver

] Import configuration...
IPv6 Router Advertisaments

DNS

Routing Table

#
® Accounting and Monitaring
{2 Remote Services

51" Advanced Options

v
Users and Groups

AA Users
Ap) Groups

‘;-‘ Damains and User Login

Definitions




€ Advanced Options - Kerio Control Administration - Google Chrome
& C | A Notsecure | be#rS,//192.168.1.14:4081/admin/#advancedOptions

[) MPLSg bl omibgt G Google [ porlal o gale s [ @ijpu [ bl lest 0] 3oy oo () o S il 5050 2% O dawds Juy 002690t (1) sms [ Kerio [ gpus cusld s &6 dloba

" Advanced Options

E ' Dashboard

E M Inferfaces System Configuration | WebInterface | Software Update

Traffic Rules System settings

Intrusian Prevention Kerio Contrel server name: control

ﬂ Yfou can change the hostname when joining a directory service domain, Alternatively, you can changs the Web Interface URL,

0 Security Seftings
¥= Bandwidth Management and QoS Date and time settings

Y Content Filter Current date and time: 2017-02-20 10

Keep synchronized with NTP server
" Proxy Server
P server name ntp.day.ir

Antivirus Use semicolons ( ;) to separate individual entries,
B DHCP Server

Time zone settings
IPv6 Router Advertisements

Server time zone:
DNS
Rauting Table
@ Accounting and Monitoring

s, Remote Services
{af Advanced Options
Users and Groups
Ah Users
gy Groups
‘;‘ Damains and Usar Lgin

Definitions
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= Dashboard 27" Advanced Options

m M Interfaces System Configuration | Web Interface | Software Update
N Traffic Rules Web interface
Intrusion Pravention W | Force SSLsecured connection (recommended)
lUse spacified hostname:

0 Security Settings

Web Interface is accessible at: https: //centrol.tabrizasse.local:4081/

+ Bandwidth Management and QoS Administration is accessible at: httpe: //control tabrizasse.local: 4081 /admin

N’ Content Filter
SSL certificate

N Proxy Server —
Certificate: Default || HEit. |

Antivirus ﬂ If you change the certificate, you will need to login again to the Kerio Control Administration.

I-_r'n DHCP Server
Login page customization

IPv6 Router Advertisements
| Use custom logo on login pags, quest welcome page, denial pages and user alerts

® DNS Page title: =rig Control

Routing Table Loge (*.png):

m Accounting and Manitoring E KeriocontrOI

{s; Remote Services

ﬂ Recommended sizes are 300px wide and 60px high,

@ Advanced Options

Favicon {*.ico): J
Users and Groups e e |—Chang€ l

CONCry

AR VsErs

apn Groups
‘;-‘ Domains and User Login

Definitions
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7" Advanced Options

=, Dashboard

E M8 Interfaces System Configuration | Web Interface | Software Update
Traffic Rules Software update settings
Intrusion Pravention Last update check: 22 days ago. No new version is available,
Periedically check for new versions Check Now

0 Security Settings
Download and upgrade to new versions automatically in time range: Upgrade window
¥+ Bandwidth Management and QoS Check also for bata versions

Y Content Filter Send anonymous usage statistics to Kerio Technologies. View sample data
UF Proxy Server Upgrade by uploading binary image file
Antivirus |Upgrade image fils (*.img): | Select File...
|;'- DHCP Server
IPv6 Router Advertisements
® DNS
Routing Table
@ Accounting and Maonitoring
s Remote Services
@ Advanced Options
Users and Groups
Ak Users
a Groups
.;—‘ Domains and User Login

Definitions
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3= Bandwidth Management and QoS
W Content Filter
E O Proxy Server
Antivirus
F DHCP Server
IPv6 Router Advertisements
T, DNS
Routing Tahle
m Accounting and Monitaring
&) Remate Services

(31" Advanced Options
Users and Groups

Aa Users

7} Groups
‘;-‘ Damains and User Login
Definitions

[2] st Cotificates

(¥ 1P Address Groups

CONCLrC

(% URL Groups

(%) Time Ranges

Leps://192.168.1.14:4081 /ad min/#users

4 Users

Domain: |tabrizassc.|aca|

v Hide disabled user accounts

Username «
&k Administrator
i Ahedayati

A vahedi

Fry
& B.amirpour
Iy

E.irani
Guest
i Hijabbari
i Harahbar
4 Hitaghizadeh
i J.bagheriyan
i J.bakhshandeh
& J.daghigh
i Jfarajzadeh
krbtgt
& Mahnadipour
i Mghorbani
& Mmoradi
& Mmottaghi
i Mpourkhalil
i Nsoleymanzadzh
i Rugholabi

i Ruhonarbar

Full Name
Administrator

Ali Hediyati

Abbas Vahedi

Babak Amirpour
Effat Irani

Guest

Hasan Jabbari

Hasan Rahbar
Hossein Taghizadzh
Jamshid Bagheriyan
Jamshid Bakhshandeh
Javad Daghigh kiyag
Javad Farajzadzh
krbtgt

Mansour Ahmadipour
Mehammadreza Ghorbani
Maryam Moradi

Mir Majid Mottaghi
Mahmoud Pourkhalil
Naghi Soleymanzadzh
Rahimeh Ghelabi

Reza Honarbar

0 Number of users in this domain: 28.

15 Services

| | More Actions

Description

Built-in account for administering...

Built-in account for quest access .

Javad Daghigh

Key Distribution Center Service A...

oy o [ dow o Syl 8] 169 mbe

Groups

Domain Users
Domain Users
Domain Users
Domain Users

Domain Users

sms Ker'o [ g sl o 5 &l

, Group Policy Creator Qwners, Domain Admins, Enterprise Admins, Schema Admi...

Domain Guests, Guests

Domain Users
Domain Users
Domain Users
Domain Users
Domain Users
Domain Users
Domain Users
Domain Users
Domain Users
Domain Users
Domain Users
Domain Users
Domain Users
Domain Users
Domain Users

Domain Users

, Denizd RODC Password Replication Group

, Domain Admins

| Template... | |
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443 Groups

oControl

C | A Notsecure | L#i5//192.168.1.14:4081/admin/#groups
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¥ Bandwidth Management and QoS

Y Content Filter
Domain: | tabrizassclozal Filter:

€ Proxy Server
Antivis

|;'. DHCP Server

IPv6 Router Advertisements

¥ DNS

Routing Table

& Accounting and Monitoring

(s Remate Services
{af* Advanced Options
Users and Groups

LA Users

a Groups

.;—‘ Domains and User Login
Definitions

[2] s Certificates

(% 1P Address Groups

(% URL Groups

(&) Time Ranges

(i8] Services

Name

& Access Control Assistance Op...

& Account Operators

) Administrators

) Allowed RODC Password Rep. ..
&) Backup Qperators

&4 Certificate Service DCOM Acc...
&) Cert Publishers

& Clonzable Domain Controllers

&) Cryptographic Operators

& Denisd RODC Password Repli...
&) Distributed COM Users

& Dnshdmins

&4 DnslIpdateProxy

& Domain Admins

& Domain Computers

) Domain Controllers

4 Domain Guests

4 Domain Users

&4 Enterprise Admins

&) Enterprize Read-only Domain...
& Bvent Log Readers

&4 Group Policy Creator Qwners

4 Guests

Description

Members of this group can remately query authorization attributes and permissions for resources on this computer,
Members can administer domain user and group accounts

Administrators have complete and unrestricted access to the computer/domain

Members in this group can have their passwords replicated to all read-only domain controllers in the domain
Backup Operators can override security restrictions for the sole purpose of backing up or restering files
Members of this group are allowsd to connect to Certification Autharities in the enterprise

Members of this group are permitted to publish certificates to the directory

Members of this group that are domain controllers may be cloned.

Members are authorized to perform cryptographic operations.

Members in this group cannot have their passwords replicated to any read-only domain controllers in the domain
Members are allowed to launch, activate and use Distributed COM cbjects on this machine.

DNS Administrators Group

DNS clients who are permitted to perform dynamic updates on behalf of some other dients (such as DHCP servers).
Designated administrators of the domain

All workstations and servers joined to the domain

All domain controllers in the domain

All domain quests

All domain users

Designated administrators of the enterprise

Members of this group are Read-Only Domain Controllers in the enterprise

Members of this group can read event logs from local machine

Members in this group can modify group policy for the domain

Guests have the same access as members of the Users group by default, except for the Guest account which is further restricted

Admin =
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¥ Bandwidth Management and QoS B . Domains and User Login

Y Content Filter
E Authentication Options || Security Options | Directory Services | Guest Interfaces
N7 Proxy Server

Web authentication
Antivius | Always requirs users to be authenticated when accessing web pages
; DHCP Server Force non-transparent proxy server authentication
IPvé Router Advertisemerts Each browszr session will require user authentication, This is useful in Citrix or Terminal Service environments, where multiple users authenticate to the firewall from the same computer.
Apply only to these IP addresses Any | Edit |

= DN . o
| Enable automatic authentication using NTLM

Routing Table

. o Automatic logout
@ Accounting and Monitoring
Automatically logout users if they are inactive
{21 Remote Services . -

{a" Advanced Options

Users and Groups Wi-Fi Authentication (RADIUS server)

£ Users Enable WPAZ Enterprise clients authentication in Kzrio Control
ficate No certificate selected

A Groups

.;-‘ Domains and User Login

Definitions

[2] ssL certficates

(9 1P Address Groups
(%' URL Groups
(%) Time Ranges

(5] Services
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3= Bandwidth Management and QoS ‘ e Domains and User Lc-gin

Cantent Filter
m Authentication Options | Security Options | Directory Services || Guest Interfaces
' Proxy Server
Login guessing protection

Antivirus . - )
Block IP addresses suspicious of password guessing attacks

l__.é DHCP Server Never block this IP address group Nons

1Pv6 Router Advartisements Currently ther are no blocked IP addresses.

ﬂ Blocking ends after 5 minutes,
DS

Routing Tahle 2-Step Verification

. - Applies secondary identity verification to remote access (VPN client connections, Kerio Control Statistics and web administration). Learn more...
@ Accounting and Monitoring

ﬂ' UUsers configure 2-step verification in their account settings.
' Remote Services ) o
. Requirs 2-step verification
@ Advanced Options 7] Allc
Users and Groups

A Users

72} Groups

,;—‘ Domains and Ussr Login
Definitions

[2] ssL certiicates

[ 1p Address Groups

CONTr

(% URL Groups
(%) Time Ranges

(87 Services
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3= Bandwidth Management and QoS “ e Domains and User Lc:-gin

Content Filter

Authentication Options | Security Options | Directory Services | Guest Interfaces
Proxy Server

@ Cannot contact domain controller right now. Leave this domain Jain Domain...
Antivirus

; | Map user accounts and groups from a directory service
DHCP Server ]
Domain

IPv6 Router Advertisements Directory service type: Microsoft® Active Diractory®

DNS Domain name: tabrizassc.local

Routing Table ] ) )
Account with read access to the directory service

® Accounting and Monitaring Username: administrator

e Renate Sep‘.'i:es Password: [rrTTrrrey

@ Advanced Options Conmection

Users and Groups
& Automatically connect to the first directory server available

lsars

& Connect to the specifisd dirsctory servers:

i Groups

‘;-‘ Domains and User Login
Definitions

E 551 Certificates Test Connection Advanced...
[ 1p Address Groups

(% URL Groups

s Time Ranges

(157 Services
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3= Bandwidth Management and QoS

2 Domains and User Login

Y Content Filter

E O Proxy Server

Antivirus

Authentication Options | Security Options || Directory Services | Guest Interfaces
Guest Welcome Page

Customize the welcoms page for hosts connected to quest interfaces:

EJ DHCP Sanyer
‘ access the Internzt.</p>
IPv6 Router Advertisements

* DNS

Routing Table
m Accounting and Monitoring
{s; Remote Services

@ Advanced Options
Users and Groups

||=ar Require users to enter password
Ak Users

@K Groups

,;—‘ Domains and User Login
Definitions

[2] ssL Carificates

% 1p Address Groups

(%% URL Groups

(%) Time Ranges

(2 Services

[ o Juuy 55 2690

<p class="text-align:center; > <strong=Welcome to the guest network.</strong><br [><br /> Plzase click Continue to

sms EKer'o [ g oal g 5 S il

0 You can format the message in HTML and add a custom logo in the Web Interface section. The result can be seen on the welcome page,
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il Active Hosts Active Hosts

E o3 Active Connections
12 items (1 selected) Filter:

B VPN Clients
Hostname : Current Rx [K... = Current T [KB...

i User Statistics P
0 Traffic Charts 192168189
v Firewall

svr-de.tabrizassc.local
& System Health 192.168.1.27
192.168.1.26
192,168,165

#h nlert Messages

. IPTools

General | Activity | Connections | Histogram

Host information

Host: 192.168.1.27 IPv4 address: 192.1668.1.27
User: Admin IPv6 address:

Login time: 2017-02-12 14:12:35 Authentication typs: SsL

Inactivity time: 20:28:12 MAC Address: 00-17-31-51-72-2

Traffic information
Download: Current download:
Upload: Current upload:

Connections:

V| Butorefresh | Hide Details
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C | A Not secure

T Active Hosts
«» Active Connections
B VPN Clients
frat Isar Statistics
% Traffic Charts
&b Nert Messages
& System Health

A TP Tools

bér7://192.168.1.14:4081/admin

A P Tools

Ping | Traceroute | DNS Lockup

Parameters

Target:

Protocol: Automatic
Count: Unlimited
Size: 56

V| Allow fragmentation

Command output

sms EI{E"D () sl sl s 3 5 dilel




@ 19718811 + - vSphere Client
File Edit View Inventory Administration Plug-ins Help

[eE=]

£y Home b gf Inventory b [l Inventory

& &

E_D 1aT, 1 FA
@ Kerip

{3 SVR-Antivirus
(s SvR-DC

() SVRFS

(B SVR-XP

Recent Tasks

vm) VMware ESXi, 0,0,+, Y+FA19+

Getting Started | Summary | Virtual Machines

Hardware

Health Status
Processars

Memary

Storage

Metworking

Storage Adapters
Metwork Adapters
Advanced Settings
Power Management

Software

Licensed Features

Time Configuration

DNS and Routing

Authentication Services

Virtual Machine Startup/Shutdawn
Virtual Machine Swapfile Location

-

Security Profile

Resource Allocation | Performance  [euilMeubl Local Users & Groups | Events ' Permissions

Time Configuration

General

Date & Time Porfq YTV 1Y
NTP Client Running

NTP Servers ntp.day.ir

Maote: The date and time values of the host have been translated into the local time of this vSphere Client.

»>

Refresh  Properties... —

m

1

| v

hame, Target or Status contains: = I Clear %

Name

| Status | Details

| Initiated by | Requested Start Ti...=— | Start Time | Completed Time |

[ Tasks |

|rDDt Y




@ 1371711+ - vSphere Client
File Edit View Inventory Administration Plug-ins Help

[cE=]

ﬁ @ Home bﬂﬂ Inventory DEﬂ Inventory

g @

=l HGAZEAE v VMware ESXi, 0,0,, Y+FA1 8+
Kerio
% SVR-Antivirus Getting Started | Summary | Virtual Machines ' ResourceAllocation ' Performance MMENDI Local Users & Groups | Events
SVR-DC

% SVRFS Hardware View: |vSphere Standard Switch

i SvRP Health Status Networking
Frocessors O Local @ 44— vmic3 1000 Ful T
Memary B |5 virtual maching(s)
Storage SVR-Antivirus

v Metworking SVR-FS
Storage Adapters SVRIP
Metwork Adapters Kerio
Advanced Settings SVR-DC
Power Management ol Port
— L1 Management Network 0.
are
vmk0 ; 192.168.1.10 | VLAN ID: All (4095)
Licensed Features
Time Configuration )
DNS and Rauting Standard Switch: vawitch1 Remove... Properties...
Authentication Services Viral Machine Port Group Physic kaﬂ.'s
[ Internet 0. B3 vmnicd 1000 Ful B2

Virtual Machine Startup/Shutdown

B |1 virtual maching(s)
Virtual Machine Swapfile Location '

Permissions

Refresh  Add Metworking... Properties...

m

Security Profile Keio
Host Cache Configuration
System Resource Allocation Standard Switch: vSwitch? Remove.., Properties...
Agent VM Settings Virtua! Maching Port Group Physical Adapters
Advanced Settings §d Mpls g BB vmnicl 1000 Full 13
B 1 virtual machine(s) =
Kerio -
¥ Tasks | |root Y




@ Kerio - Virtual Machine Properties

(= =E]=]

Hardware |[]|:|1jur|5 | RESOUNCES | Virtual Machine Version: A

—Memory Configuration

I™ Show All Devices Add... | Remove |
Memary Size: ‘TZI I GBj
Hardware | Summary
BB Memo v ¥h ME Maximum recommended for this
v 4 guest OS: 5T GB.
[d crus £
. 4 d 4 Maximum recommended for best
IE:‘ Video car Videa car 4 performance: 1 FYF+ MB.
VMCI devi Restricted
= EvieE ==t - Default recommended for this
@ SCsIcontroller - LSI LogicParallel 4 guest0S: Tos MB.
£ CD/DVD drive ) [datastore’ ] kerio-cont... Minimum recommended for this
& Harddisk 1 Virtual Disk . 4 guestOS: YT MB.
& Floppy drive 1 Client Device
BB} Metwork adapter Local
BB} Metwork adapter ¥ Mpls
BB WNetwork adapter ™ Internet

&

&

Help |

oK Cancel |
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Domain and User Logincoowd « Administration <Sgio ;> 1-Y

LS s wlzwol |, Always require users to be authenticated when accessing web pages «wowwd Authentication Option s Y-Y

pady o by Apply 9. oS sw wlxiil 50 |, Enable automatic authentication using NTLM a8 Guizod Y-Y



Admin

S+ Domains and User Login

Authentication Options Security Options Directory Services Guest Interfaces

Web authentication

Always require users to be authenticated when accessing web pages

|:| Force non-transparent prowy server authentication
Each browser session will reguire user authentication. This is wseful in Citrix or Terminal Service environments,

where multiple users authenticate to the firewall from the same computer,
Apply only to these IP addresses Any o | Edit...

Enable automatic authentication using NTLM

palos pla8l LU B,3 9,0 wlowhii Sl Vs . cowl oaui SailS 95, NTLMlzul a4 U

owl 03,55 (solwisiy NTLM 5l 59,0l a0 U Edge )3 59,0 & ausSs*

Microsoft Internet explorer :
sac Security Setting ,s | 593 6,5 ol puwl Guixod 9 2ulos Jled |,  integrated Windows authentication a.u;3 ¢l 3U Lo Explorer )3 9,0 >

el v JSew ol o oo . awlos WTrusted site
.Jwlos ;U |, Internet Explorer ,;S,9,0

AuS wlzil | Internet Option @433 Tools Sgio 51«
S SJUS |y Advanced o .



e "

Internet Options @

| General | Security I Privacy I Content | Connections | Programs | Advanced l

Settings

[] Empty Temporary Internet Files folder when browser is de «

Enable Integrated Windows Authentication™
; :na: E Memory pl'n:ecﬁun TO NEID MINGATE OMiNe SLEchs T

Enable native XMLHTTP support
Enable SmartScreen Filter
Chedk for publisher's certificate revocation

(2w los 5U Isa=o 9 aiuww) awlos <o, |, Internet Explorer

35U @ 903)S SV 9458 A Awilgis WU Heae 30y 9 S8 pU WS 3)lg Ve VLS al>so Gl 5>+ ol aid)S oLl Explorer )3 5950 Sl NTLM wlaydais
JSei ool @+ oS @dlol L Trusted s ol oo |, of @S 0ol 9,8 powl b JSeiio ol (Siow ¢ 2S5 ,IS NTLM g i Blasl ol L3I . ausS

S wlzal | Internet Option a3 Tools sgis
Securityww

Awlos wlxwol |)Local InterAnet

SiteaoS>

Awlos wlwol H),Advanced « wows Local InterAnet @, bgs,o aS (sauSL >



Internet Options

[ 2 |menl

General | Security |F‘ri':.-'z-.||:::||I I Content | Connections | Programs I Aduanced|

Select a zone to view or change security settings.

@ & v

Internet uml lili=h=y Trusted sites

o

Restricted
sites

Local intranet

This zone is for all websites that are
found on your intranet.

Sites

Local intranet

Use the settings below to define which websites are induded in
the local intranet zone.
[[] Automatically detect intranet network
Include all local (intranet) sites not listed in other zones
Include all sites that bypass the proxy server
Indude all network paths (UNCs)

What are intranet settings? | Advanced l | OK I ‘ Cancel

\

https://server.company.com

https://control.tabrizassc.local

109 ol U awlos adlsl Trusted Servers o s 1) 0bsgs 94,8 j9w powl


https://server.company.com/

Local intranet X

¥ You can add and remove websites from this zone. All websites in
& this zone will use the zone's security settings.

Add this website to the zone:
I https://keriocontrol.domain.com | I Add I

Websites:

Remoye

[[]require server verification (https:) for all sites in this zone

Close

Mozilla Firefox :,S,9,0

: about:configaus b address bar ;>  «



@ Moxzilla Firefox Start Page X

“ 3 " about:config | &

This might void your warranty!

Changing these advanced settings can be harmful to the stability, security, and performance of this application. You
should only continue if you are sure of what you are doing.

QZ| Show this warning next time

Swlos 1wy ) @S ool grw Sgio 51 o

network.automatic-ntim-auth.trusted-uris



Search: network.automatic-ntlm-auth.trusted-urisl

B Status Type

network.automatic-ntlm-auth.trusted-uris default string

S SIS Hbgs Ul Sy 4 e
1S ol w8 ol @ | 593 9058 pawl ¢ 5 (s U louw Sy aS suwuSL s .

https://server.company.com

https://control.tabrizassc.local

Enter string value X

0.’ network.automatic-ntim-auth.trusted-uris

[ hitps:// keriocontrol.domain.con{

OK Cancel

o 9 oSV 9u)S @ User , pass ws; Wed « Luwols S,LlS 5l awlei s Ulu,lS Sl W9 9 S (s suliiiy NTLM 5l al>so ul 5> S )3 4950
Aiglou b syl


https://server.company.com/

Chrome :,5,9,0

lgs (oo 555900 ol 5l L wlewdaii ST we> ¢« as adlgs Jlocl o9, Sly 50 aui plxsl Internet Explorer ;3,950 Sl aS (silowlaii (swolod

Troubleshooting :

Sy« sl o pwbas oslell Y98l @ 90,8 Ly ¢ dwlod Lsawyy |y wiuMS 9DC ¢ 91,8 TIME wlowdaii ik axlgo JSiao U g 5,55 ,S NTLM 3l
fawles Joe 10U JSoi ol @ 9058 ol wlowdais 55wl

Alos oy ol 55 1) el wlowdais 9 1S wlzal |, System Configuration «l,; Advanced Option Sgio



u‘gf Advanced Options Admin

System Configuration ” Web Interface " Software Update |

System settings

Kerio Control server name: control

'ﬂ You can changs the hostname when ioining a dirsctory service domain. Alternatively, you can changs the Web Interface URL

Date and time settings
Current date and time: 2016-08-04 16:50:45 Change...

Keep synchronized with NTP server
NTP server name: 1.kerio.pocl.ntp.org; 2.kerie.pool .ntp.org; 3 keric.pool.ntp.org

Is2 semicolons { ; ) to separate individual entries,

Time zone settings

Server time zone: [GMT +01:00) Amsterdam, Belgrade, Berlin, Brussels, Budapest, Madrid, Paris, Pragus, Stockholr |

Troubleshooting :

.3g00 o3laiwl Ul
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PSS o Joe wjgo ool W seins ol 9)S puSL s W Ul Hgue 50, 9 S8 U aSiul Sy aiS o S w0 e

Internet Explorer :,S,9,0

S wlzil | Internet Option @33 Tools Sgis
Security<wu

Awlos wlwol LInternet

Custom LevelaoSs



Internet Options ? X

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

@ ¢ v O

ntcr ne Local intranet Trusted sites  Restricted
sites

Internet

0 This zone is for Internet websites,
except those listed in trusted and
restricted zones.

Sites

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
- Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

[“]Enable Protected Mode

nternet Explorer)

Apply

.S wlsaol |, Automatic logon with current username and password a8 User Authentication ;3] caouwd > o



Internet Options ? X E

Security Settings - Internet Zone X

Settings

(® Disable A
(O Enable
=] Enable XSS filter
(O Disable
(@ Enable
@ Scripting of Java applets
(O Disable
(® Enable
(O Prompt
#2, User Authentication
82, Logon
(O Anonymous logon
(O Automatic logon only in Intranet zone

(OF Automatic logon with current user name and password

(O Prompt for user name and password

< >

*Takes effect after you restart your computer

Reset custom settings
Resetto: | Medium-high (default) v | Reset.. |

Aulos 5 sazo 9 @ LU 1) )S59,0 9 3w [,OK



Mozilla Firefox :,5,9,0

: about:configausS uU address bar ,>

@ Mozilla Firefox Start Page X ==

e about:config c

This might void your warranty!

Changing these advanced settings can be harmful to the stability, security, and performance of this application. You
should only continue if you are sure of what you are doing.

v | Show this warning next time

[ accept the risk!
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Search: network.automatic-ntlm-auth.trusted-urisl
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default string
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https://kerioserver:4081/
http://kerioserver:4080/
https://control:4081/
https://control:4081/
https://kerioserver:4081/
http://kerioserver:4080/
http://kerioserver:4080/
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start http://KerioServer:s A+
timeout /t 11

TASKKILL /IM chrome.exe /f
TS
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